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Mencari Tools Untuk Hacking

Onno W. Purbo

onno@indo.net.id

Bagi para hacker pemula, kesulitan utama yang akan di hadapi adalah mencari tool (software) yang
dapat digunakan untuk mulai belajar hacking. Pada kesempatan ini beberapa situs yang membawa
beberapa tool yang sangat berguna untuk melakukan hacking akan di perlihatkan, situs tersebut adalah:

e  http://www.hackingexposed.com.
e  http://www.atstake.com

e  http://www.foundstone.com

e http://www.hoobie.net

e  http://xforce.iis.net

Hacking Exposed

Hacking Exposed barangkali salah satu situs yang baik untuk hacker pemula, tentunya ada baiknya
membaca-baca berbagai buku yang diterbitkan mereka, seperti, hacking exposed 3" edition atau hacking
exposed windows 2000, sebagai referensi.

a Hacking Exposed - Microsoft Internet Explorer

J File Edit View Favoites Toolz Help ‘

L= @ o | A [ E B .
Back, Erward Stop  Refresh  Home Search Favorites  History (EET Frint. Edit Dizcuss
JAgdless I@ hittp: /v hackingexposed.com/ j @ Go |J Links >*

-

N
# hd SI\WINNT>

EI\P“SE" # A 4 C: \WINNT>

The Hacking Exposed Hot Off the Press!

Official Companion Web Site P
Special Mote
The authors of Hacking

Exposed recognize all those

touched by the events of

Sept, 11, 2001, Our
thoughts and prayers are
with you

a

9/27/01
m This site is dedicated to serving readers who wish to keep up-to-date Hacking Exposed 3rd =
|@ l_l_le Intemet

W
o
W
SR
WL



http://www.hackingexposed.com/
http://www.atstake.com/
http://www.foundstone.com/
http://www.hoobie.net/
http://xforce.iis.net/

Artikel Populer IlImuKomputer.Com

3 Hacking Exposed Windows 2000 - Microsoft Internet Explorer
J File  Edit “iew Favortes Tools Help

|a-2-9 A4 @ @ @B g E, E
Back Famard Stop  Refresh  Home Search Favontes History Mail Print Edit Discuss

JAgdress I@ hittp: /A hiackingexposed. com/wink dinks. html

j @ Go HL\nks =

add more references and links!

Part I:Foundations

Part ll: Profiling

Part llI: Divide and Conquer

Part I¥: Exploiting Yulnerable Services and Clients
Part ¥: Playing Defense

Appendices

Every chapter in Hacking Exposed Windows 2000 ends with a section called References and Further :ll
Reading that summarizes all of the online and offline resources referenced within the chapter. e
have listed a sampling of these links from each chapter here. Check back regularly as we continue to

Part I: Foundations
Chapter 1: Metwork and System Security Basics

|Commercial Tools

Infarrmation Security Policies smade
Easy by Charles Cresson Woods,
Baseline Software

ISBN: 1881585069
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http://www.hackingexposed.com/win2k/links.html berguna bagi pengguna Windows 2000 karena
dengan mudah mencari berbagai softcopy dari file yang diperlukan untuk melakukan exploitasi dan
defence di Windows 2000. Detail keterangan / cerita tentang teknik yang dibutuhkan diterangkan dalam
buku Hacking Exposed Windows 2000 yang terdiri dari enam (6) bagian termasuk appendix, yaitu,
bagian pertama dasar, bagian ke dua teknik profiling, bagian ke tiga teknik penyerangan, bagian ke
empat berbagai eksploit untuk servis dan klien, dan terakhir bagian ke lima teknik pertahanan.
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http://www.hackingexposed.com/links/links.html sangat berguna bagi pengguna umum, karena tersedia
link yang cukup banyak yang dibutuhkan untuk mengerti teknik hacking. Bagi para hacker pemula ada
baiknya masuk ke IRC channels, vulnerabilities and exploits, footprinting, hardening, gateway services.
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Sebagian dari link yang ada mungkin sudah tidak jalan, yah memang demikian lah dunia bawah tanah
tidak ada jaminan reliablitas.
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http://www.hackingexposed.com/tools/tools.html barangkali bagian yang paling berbahaya & paling
banyak di minati oleh para hacker pemula. Beberapa topik seperti Counter Measure Tools, Denial of

Service, Enumeration Tools, Footprinting Tools, Tool untuk mengambil alih kontrol / komputer, tool
untuk menaikin user previlege, tool untuk membuat backdoor, scanning, dll masih banyak sekali.
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In our hacking travels we have created a number of Perl scripts to automate the often tedious process [ |
of enumeration and scanning. The following scripts call separate programs and based on the output
create specific files that will help understand the threats present in your environment.,

Both the Unixscan and NTscan scripts are ZIP password "protected” and the password can be found on
page &1 of "Hacking Exposed 2nd edition” as the last name of the author of the netview scanner, For
those of you without a copy of the book yet, buy one or hack the ZIP!]. Please send comments and
suggestions to stu@hackingexposed.com

Unixscan
(My apologies up front to those Unix purists for putting the Unix Perl scripts in a ZIP)
Foreword This Perl script calls numerous integrated and public domain software to port scan and otherwise

enurmerate all systems on the network, The script offers a number of options including ping scanning
before port scanning to generate an array of hosts, And to avoid the intrusion detection product
radar, a randomize function allows wou to scan your hosts with little chance of being detected. Using
strobe the script will detect open ports and grab the banners available for each service, If DMS is open
it will attempt to determine the version of bind with the chaos directive, Also if DNS is running, it will
atternpt a zone transfer to pull back all DMS registered hosts, If NFS is open, the script will enumerate
shares with showmount. If RPC is open, the script will attempt to enumerate listening ports with

rpcinfo. If SNMP is open, the script will atternpt to enurmerate SNMP information by using configurable
m carnmunity strings. Using icmpquery, the script will atternpt to determine the particular subnet mask

being used by an interface. If finger is running, the script will try numerous techniques for
m enurnerating users on the system. The autput is organized by running service and host. While notyet x|

|&] Dore l_’_|0 Internet

http://www.hackingexposed.com/scripts/scripts.html berisi kumpulan script yang di kategorikan dalam
tiga (3) kelompok, yaitu, untuk Unix scan, NT scan dan Web scan. Semua di tulis dalam perl untuk di
jalankan di Linux / UNIX. Untuk menjalankan script, anda membutuhkan software netcat yang dapat di
download dari http://www.atstake.com/research/tools/index.html.
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ADVISORIES: tools

CAREERS | 22 ]

CONTACT | B2

1996 | 1997 [1998(1999] 2000|2001  For LOphtCrack or LC3, go here.

LATEST RESEARCH REPORT: For AntiSniff, go here.
08.19.01:
"Authentication Tokens: Balancing the 1. Information Gathering Toals
Security Risks with Business 2. Forensic Tools
Requirements” 3. Metwork Utility Tools

4. Password Auditing Tools
LATEST ADVISORY: 5. Recovery/Restoration Utility Tools
12.20.01: 6. Yulnerability Scanning/Analysis Tools
Multiple Farmat String Yulnerabilities in
SQL Server

1. Information Gathering Tools:
LATEST TOOL:
01.25.01: Tool: doetest
"mac-robber is an incident response version: 2.0 (Lastupdated: Oct1, 20013
and farensics tool that creates a platforms: Runs on Unixes (should compile on anything)
timeling using The Caraner's Toolkit Author: daitel@atstake.com

This little utility dumps MERFC endpoint information from Windows systems.
Similar to the rocdump program from Microsoft, but does notneed a DCE

stack and =0 runs on Unixes. deetest can be very useful once inside a DMZ to
fingerprint Windows machines on the netwaork. deetest operates ower TCP port ;'
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http://www.atstake.com/research/tools/index.html barangkali termasuk bagian paling berbahaya di situs

(@stake. Di sini anda akan dapat mendownload tools yang dibutuhkan untuk mencari informasi,
melakukan forensic (auditing jika ada serangan), scan & analisa kelemahan, dan mungkin akan banyak
membuat pusing adminitrator jaringan adalah password auditing tools yang bisa membuka password.
Harus di akui bahwa sebagian besar tool tersebut umumnya berjalan di atas mesin Unix.
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http://www.hoobie.net/security/exploits/index.html berisi banyak source eksploit lama hasil karya besar
para hacker di masanya. Cukup menarik bagi anda yang ingin mempelajari teknik-teknik eksploitasi.
Dari situs ini, ada baiknya anda mencoba untuk men-download brutus untuk meng-crack password (ups
ini sangat berbahaya).
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Salah sumber eksploit & ilmu hacking yang baik di Internet adalah http://xforce.iis.net, anda dapat
memilih tool berdasarkan jenis sistem operasi, tipe eksploitasinya dII.
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